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ABSTRACT CSP. Some significant examples include resource allocation

This paper discusses the deployment of constraint satisfactiof€-8., in communication networks [31], [30]), scheduling
methods as a way of enforcing the coordination of distinct and self{€.g., job scheduling [26]), truth maintenance [11], interpre-
interested agents in open and dynamic environments. We repotation [20], etc.
back on our experience in deploying such approach for developing This paper has the twofold objective of:
an agent based solution for resource allocation in multi-provider
communication networks. This makes it possible to draw some e Describing the key features of a constraint satisfaction
conclusions on the main benefits and challenges for an effective  pased approach that can be used in a multi-agent sys-
integration of constraint satisfaction techniques in multi-agent sys- tem (MAS) to design and thereby implement software

tems. agent decision making and dynamic interactions.
1. INTRODUCTION e Discussing the practical experience of deploying such
Nowadays, coordination between distributed and even- @ distributed CSP based approach when developing an

tually self-interested software entities populating electronic ~ agent-based solution for the service provisioning in
systems represents a crucial aspect for many applicationsre- ~ multi-provider communication networks (namely, the
quiring flexible interactions of distinct and possibly hetero- Multi-provider Service Setup (MuSS) problem).
geneous components. This is particularly critical in agent-

based systems where the conceptual approach behind any /" the next section, we shortly review background con-
kind of solution design and development strongly relies Cepts about the coordination of self-interested entities in

upon the notion ofnteraction (or social behaviour) of au-  Multi-agent systems.  Section 3 describes the main con-
tonomous processes that dynamically coordinate their acS€PtS behind a constraint satisfaction based approach for
tions by communicating with each other. In this paper, we modelling the QeC|S|on maklng process of mdw@ual agents
argue that constraint satisfaction techniques, including botrnd for enforcing coordinated interactions. This approach
the problem modelling approach and specific solving tech-Nas been directly deployed for solving the MuSS problem,
niques (i.e., algorithms), have the potential to be deployedWh'Ch is formally defined and formulated in Section 4. The

in multi-agent systems at two main distinct levels: Network Provider Interworking (NPI) system is the pro-
posed solution to this problem (see Section 5). In this open

e At the intra-agent architecture level: the Constraint and distributed framework, autonomous agents acting on be-
Satisfaction Problem (CSP) formalism can become thehalf of different network operators coordinate their actions
support of the reasoning mechanisms that agents relyoy means of distributed constraint satisfaction techniques in-
upon for decision making and future behaviour, actions tegrated with economic mechanisms for automated nego-
and strategy choice. tiations (see Section 6). The experience acquired in de-

veloping the NPI system leads to discuss its main features

* At the inter-agent coordination level: sophisticated and draw some connections with other relevant frameworks
interactions can be modelled as distributed CSPs(section 7), before finally concluding the paper.

in which autonomous agents have to make specific
choices about which possible message/action they will 2 BACKGROUND

undertake within an ongoing conversation. o .
Until quite recently, the CSP and the MAS communities

Furthermore, many existing problems that require finding ahave been traditionally working with little direct coordina-
consistent combination of distinct agent actions in varioustion. However, this has been changing for a number of rea-
domains can be formalised in a natural way as a distributedsons:



e A distributed CSP based approach can provide an ef- 2.2. NEGOTIATION FOR COORDINATION IN
fective infrastructure for agents coordination. Many MULTI-AGENT SYSTEMS

problems that require finding a consistent combina- Research in multi-agent systems is primarily concerned
tion of agent actions can be naturally formalised as with the coordination of autonomous (possibly heteroge-
distributed CSPs. In this way, constraint satisfaction neous) and self-motivated computational agents. The main
techniques can be deployed to provide methods forassumption is that there is no global control, no globally
achieving coherence and consistency among distinciconsistent knowledge and no global goals. Therefore, self-
agents [29], [10]. interested agents choose the best strategy for themselves,
which cannot be explicitly imposed from outside. In the NPI

e A larger set of efficient CSP solving techniques (dis- context, agent coordination is achieved by combining dis-
tributed and non distributed) is currently available. tributed constraint satisfaction techniques (such as arc con-
The existence of a number of effective and generic al- sistency, see Section 5) with automated negotiations.
gorithms that have the potential to be adapted and/or Negotiation can be considered as a process by which a
re-used for solving many hard specific problems facili- joint decision is made by two or more parties which first ver-

tates the adoption of this technology [32]. balise contradictory demands and then move toward agree-
ment by a process of concession making or searching for
e Varioussuccessful storiesareincreasingtheinterestto- ~ New alternatives [22]. Typically, each party starts a negotia-

ward and the confidence in the CSP (distributed and tion process by offering the most preferred solution from an
non distributed) paradigm. The fact that several works ~individual perspective. If the offer is not accepted by other
have succesfully adopted a CSP oriented approach (searties, then a counter-offer can be made in order to con-
Section 7.1) to define solutions for a wide range of dis- vVerge towards an agreement. During this process, the set of
tributed real world problems is likely to build confi- available options for each agent decreases until an agree-

dence in this approach and allow more wide-spread ex-ment is or is not reached. When defining antomated
perimentation. negotiation system it is fundamental to choose the possi-
ble negotiation protocol(s) to design appropriate negotiation

This paper does not aim to provide a complete survey ofStratégies. A negotiation protocol specifies the ‘rules of en-
frameworks that have been integrating the distributed CSPeounter’ between negotiation participants, which means the
technology within multi-agent systems. Instead, the aim is possible roles that participants can cover, what deals can be
to discuss the aspects and the requirements, which chara¥?lid and the permissible sequences of actions, i.e., which
terise and balance the traditionally distinct CSP and MASMessages are allowed and in which order. A negotiation
viewpoints by proposing a unified approach that has beerstrategy establishes the way an agent behaves in an inter-

negotiation. Given a pre-fixed protocol, there may exist sev-
2.1. THE AGENT-ORIENTED APPROACH eral compatible strategies, each of which produces a very

Today, agent technology represents one of the most dydifferent outcome.
namic fields in which various techniques are used to build On one hand, negotiation can be considered as a technique
distributed systems with intelligent local components de- for solving distributed CSP [18]. On the other hand, as dis-
signed to both cooperate and coordinate their activities.cussed in the next section, negotiating agents can make use
Agents receive inputs through sensors and they act on thef CSP methods in order to: (1) decide about their strate-
environment through effectors. Moreover, they exhibit gic choices (i.e., intra-agent decision making process), (2)
autonomous, reactive, opportunistic and goal-directed be-model the ongoing interactions in which they are involved in
haviour (i.e., the action to perform has to be consistent withwithout specifying the selected interaction protocol a priori,
the agent’s goals). This approach has been adopted for deaind (3) enforce coordinated interactions without the need of
ing with many tasks in different domains, such as resourcerevealing strategic information (by using, for instance, con-
allocation, network management, e-commerce, health caresistency methods).
etc!, for its intrinsic capability of representing the decen-
tralised nature of many problems, the existence of multi- 3. A CSP BASED APPROACH FOR
ple control and logic components with distinct roles, the NEGOTIATING AGENTS
multiple capabilities/roles of distributed and eventually self- . . . . .
interested entities. However, for an effective use of this Constraint satisfaction is a powerful Al paradigm which
technology and for exploiting typical agents’ characteristics PrOPOSes techniques to find assignments for problem vari-
such as social ability, responsiveness and pro-activity, a key?PeS subject to constraints on which only certain combi-

aspect is the capability of supportimgordinated interac- ~ Nations of values are acceptable. A distributed CSP is a
tions. CSP in which the variables and constraints are distributed

among distinct autonomous agents like in multi-agent sys-
1See [12] for a good review of various multi-agent based applicationte_ms- Here, e"f\Ch _agent_has one or multiple Va”ab|?5 and
areas. tries to determine its/their possible value/s. At the intra-




agent architecture level, therefore, the CSP formalism carto the offered QoS, etc. Only if the all the constraints exist-
become the support of the reasoning mechanisms that agenisg on the variables corresponding to the received offer are
rely upon for decision making and future behaviour, actions satisfied, the agent will consider the offer acceptable.

and strategy choice. In general, there exist intra- and inter- 35 A DISTRIBUTED CSP-BASED MODEL FOR

agent constraints (i.e., constraints between variables con- AGENTSINTERACTIONS

trolled by distinct agents) and the value assignment must |, order to achieve their individual objectives, dynam-
satisfy all these constraints. In order to verify constraints in'ically coordinate their actions and converge to an agree-
volving external agents, some form of communication needsmem’ software agents need to dynamically interact with
to be supported. The most known and deployed commu-gach other. Usually, ongoing agent conversations need to
nication model, which the distributed CSP paradigm relies¢,)| jnto typical patterns. This means that certain message
upon, assumes that agents communicate by sending meggqyences are expected, and, at any point in the conversa-
sages, the delay in delivering messages is finite, thoughiqn other messages are expected to follow. These typical
random, and messages are received in the order in Wh'C'batterns of message exchange are calaaction proto-

they are sent [29]. This corresponds to a multi-agent sys-q|s |n general, these protocols are assumed to be known
tem where the various interacting entities adopt a commony,y, o) the interacting entities (i.e., transmitter and receiver/s)

communication stack (e.g., a common agent communicationyiherimplicitly or explicitly. In the first case, human design-
language (ACL), a shared contentlanguage (CL) and ontolo+ g code common procedures and conventions, interpreting

gies). them and writing appropriate systems behaviour (i.e., the se-
3.1. A CSP-BASED DECISION MAKING MODEL mantics providing the meaning and the context for a specific
Every agent involved in a negotiation process represents anteraction is assumed to be implicitly known by the agents).
distinct decision maker that can receive and/or make offersln the latter case, the formal semantics behind the specific
This can be expressed as a choice problem in the followingnteraction protocol has to be encoded into a particular for-

way: malism and the whole interaction and each message have to
be evaluated as a single expression. This is very difficult to

o Variables are choices to be made (such us which re- 5chjeve in open systems, especially for the heterogeneity of

sources should be used in the network for the alloca-yorid models, which are often very domain dependent.

tion of a service demand, which price should be asked, The main idea behind the deployment of a distributed

etc.). The set of variables is the set of choices whichcsp-pased approach for modelling agent interactions is the
need to be made in order to converge to an agreementcapability of enabling coordinated behaviour without any a

priori assumption about the specific sequence of messages

Domains are the available sets of options for each ) . .
* P fo be exchanged. This relies upon the following model:

choice. For instance, the selected network resource
can only be the ones guaranteeing enough capacity to e All interacting entities make use of a common com-
satisfy the required Quality of Service (Qo0S). munication stack including the selected ACL, the de-
ployed CL and the referred ontologies (i.e., common

e Congtraints represent the existing relationships be- world's view).

tween choices which express valid or invalid combi-

nations (the specific selected resources are likely to be e
dependent on the QoS that has to be provided). The set
of constraints therefore restricts the set of all possible

combinations of choices made to a smaller set of de-

sirable assignments which meet the requirements of a
solution to the choice problem.

For any given interaction, every agehts a decision
maker controlling a variable: ; that represents the next
message agentvill exchange within the ongoing con-
versation.

The domainD; for every variablen; is the set of pos-

sible ACL performatives that the agent can make use of
Whenever an agent has to make an offer, it assigns a spe-  for communicating with external entities.
cific value for every variable that the offer consists of (if
there are more than one), by taking into account the existing
constraints on that variable/s. The set of all possible com-
binations of assignments of domain values to the variables
defines the negotiation space. The way constraints are evalu-
ated and the specific choice is made represent the agent’s ne-
gotiation strategy. Similarly, whenever an agent receives an
offer its decision making process can be modelled as a CSP.
The receiver agent can decide whether the offer is acceptablEor a better understanding, let us assume two negotiating
or not by mapping the offer characteristics into a set of vari- agents4 and B making use of the same ACL: ageatrep-
ables that have to satisfy specific requirements (constraintsxesents an end user asking agénfor the allocation of a
For instance, one variable could correspond to the price ofspecific service demandl Agent A has the option of ei-

the required service, and another variable could correspondher (1) requesting agetit to perform the action of making

e The seiC; of constraints on the possible values that
can take is given by the semantics rules upon which the
deployed ACL is built. Depending indeed on what the
object of the message is (i.e., the state of the world that
the agent wants to communicate), the type of message
(or ACL performative) that can be used is bound by the
ACL semantics that the interacting agents refer to.



an offer ford, i.e., m,= request, or (2) calling for a pro- that provider. Constraints between the variables ensure that
posal for the service demanl i.e., m,= cfp?. Therefore, route fragments connect and specific CSP methods are ap-
the domain form, is given by D,={request, cfp}. Let us  plied in order to rapidly access what choices can be part of
consider that agent sends a call for proposal, i.en, = a consistent end-to-end route. The space of possible solu-
cfp ( allocation (d)). When ageniB processesn,, a deci-  tions provides the basis for subsequent negotiations. More
sion about what action will be undertaken as a reaction tothan one local route at a time can be negotiated since a sin-
the received call for proposal needs to be made. This choicayle variable can take as value one of a large set of end-to-
can be influenced (i.e., constrained) by a number of element&nd routes. Decisions on the preferences of path fragments
which include the agent’s mental state, the characteristics ofire made by finally pruning out possible values from this
the service demand the current utilisation of the network set. Some preliminary assumptions about the communica-
resources agerf controls, cost reasons, etc. Once the de-tion model which the NPI paradigm relies upon are given in
cision of ‘what to do’ has been made, agéhican inform  the following.
agentA. The set of possible valudg;, that the message,, Assumption 1. There is at least one agent for every
can take is determined by considering first what the afent provider network. This agent is calledetwork Provider
decides to do (for instance, either it accepts to make a proAgent (NPA).
posal or it refuses, e.gl,= {agree, inform, confirm, refuse, Assumption 2.  Agents communicate using messages.
not-understood}). Then, agen3 decides how this can be Messages are encoded in a standard agent communication
communicated, i.e., which specific communicative act canlanguage, namely FIPA-ACL[28].
be used (or which value:;, can take inD;) based upon the Assumption 3. The delay in delivering messages is finite,
ACL semantics. though random.

This kind of approach has two main potential benefits: Assumption 4. In CSP terms, every provider owns and

controls exactly one variable.

For large networks different variables could be handled by
hierarchy of coordinated agents controlling distinct parts
of every network. Even in that case, the NPI paradigm
would still be valid. However, Assumption 4 simplifies the
description of the main mechanisms presented in this paper.

¢ Since the semantics behind the choice of specific ACL
performatives is assumed to be shared by all interactinga
agents, it is possible for the send€érof a message: .,
to evaluate what possible messagg can be received
from agentY” as answer, without having to specify a
given interaction protocol. This can be done by pruning

out from the finite set of existing ACL performatives, 4.1. THE MUSS CONSTRAINT GRAPH
the ones satisfying the semantics requirements implied A distributed CSP is usually represented asoastraint
onm, by the value selected fon . graph, where variables are vertices and constraints are edges

between vertices. It is fundamental to underline that this
* Itis possible to dynamically shape the interaction with constraint graph is not the physical communication network.
external entities (and therefore enforce coordination), on edge in the constraint graph is not a physical communi-
by exchanging constraints on the kind of messages thagation link, but a logical relation between agents. Since each
can be used within an ongoing conversation. agent owns exactly one variable, a vertex in the constraint
graph also represents an agent. The following definitions
4. THE MUSSPROBLEM hold in this context:
In its most simple form, the MuSS problem is an opti-  Definition 1. A service demand is defined as:
misation (allocation) problem with assignment constraints. d = (z,y, qos, dur)
These constraints determine and influence the way a fixedvherexz € A is the source node; € B the destination
amount of resources is allocated to a given number of activ-node, with A and B two distinct networksgos the vector
ities needed to support the service in the most effective wayexpressing the minimal required bandwidth and the re-
In the multi-provider context, both the increasing end user quired end-to-end delay”, and finallydur the duration of
QoS requirements and the distribution of resources manthe service.
aged by distinct entities introduce challenging issues and ad- Definition 2. Considering several interconnected net-
ditional constraints that make service allocation even moreworks, anabstract path is an ordered list of distinct net-
complex. This problem can be naturally modelled as a dis-work provider domains between the source and the destina-
tributed CSP since the variables (local network resourcesion network provider domains. The provider controlling the
such as bandwidth, routers, etc.) are distributed amongsource networl is called thenitiator provider.
agents and since constraints exist among them. More pre- |n Figure 1, the possible abstract paths between networks
cisely, end-to-end routes are decomposed into fragment® and B are: A-B-C and A-D-C.
(i.e., distinct variables) corresponding to independent deci-  Definition 3. Given a group of interconnected providers,

sion makers. In distributed CSP terms, there is one vari-a specific incoming demandéland a selected abstract path
able per provider whose values are route fragments through

3FIPA is a non-profit standardisation group that promotes interoper-
2These two communicative acts are assumed to be equally feasiblability of emerging agent-based applications, services and equipments
given the adopted CL and ontologies. (http://iwww.fipa.org).




O 4. Thedomainfor v 4 is given by the set of all the possible
; Yoay e routes connectingto o: D4 = {(a1,a2), (a1,a3)}. Agent

- B owns the variable = (i,0), withi € Ip = {by, b3}

: ando € O4 = {bs}. Considering only the points which
are directly connected with the predecessor or with the suc-
cessor along the selected abstract path, this allows the re-
duction of the complexity of the solving algorithm. The
fewer points that are included iy andO 4, the fewer pos-
sible combinations there exist for allocating a given demand
(search space reduction). The domain for adeis: D g =
{(b2,b4), (b3, bs)}. Every path in the variable domain can
correspond to one or several routes. For instance, given
the pathps = (b2, bs) the set of possible internal routes is
{(b2,b3,b4), (b2,b3,b1,bs), (b2, b5, b1,b4), (b2, b5, b1, b3, ba),

(b27 bla b4)7 (b27 bla b37 b4)}4'
4.3. THE MUSS CONSTRAINTS
In the MuSS context, two main categories of constraints
are consideredService constraints correspond to QoS and

connectivity requirements as expressed by a specific ser-
€ 9)  Nework Provider Agent vice demand. Network constraints are imposed by net-

work resource availability, i.e., they express the capacity
Figure1: Inthisexample, four providers networks are supervised constraints, and providers control and/or management poli-
by distinct NPAs that directly control the allocation of resources  cjes [21]. Policies are expressed by inference rules either
(sueh us network nodes and links). static or dynamic that every provider applies. Some of these
rules depend on which network technology is deployed, oth-
ers on how available network resources are managed while
others on how profit, prices and costs are computed and opti-
mised. Service constraints and network constraints are often
inter-dependent. In particular, there are network constraints
4.2. THE VARIABLES AND THEIR DOMAINS that can be expressed as a function of service requirements

In the NPI framework, theariable every provider agent (i.e., the price of a service can be function of the required
handles is a “local path” (actually it expresses the two end-Q0S).
points of the intra-domain route) specified as a coupte Considering services that span distinct provider networks,
(i,0), wherei indicates a generic network entry point (or QoS and connectivity service requirements first need to be
input node) and represents a generic network exit point locally translated into constraints between boundary net-
(or output node). The set oflues for each “local path” work resources that neighbour providers can use for the
(i.e., domainD) are all the possible combinations of input- inter-domain routing. Thesleoundary constraints actually
output nodes, which represent the possible local routes tdepresent the only information that NPAs need to reveal
allocate to the demand. It is important to underline the t0 €ach other for achieving a globally consistent solution,
difference betweemath androute. A path indicates the i.e., an end-to-end route satisfying both inter-domain and
generic connection between two specific nodes (source anditra-domain constraints. Intra-domain topologies, resource
destination), while the route is a specific connection con-2availability, and internal policies do not necessarily need to
sisting of a sequence of links interconnecting the sourcebe shared for achieving a globally consistent solution. These
to the destination node. Note that orsiynple paths, i.e., private constraints are individually managed and deployed

loop-free, are considered. In Figure 1, the path betweenn order to verify and select which internal resources can be
a1 andas can correspond to any of the following routes: used for the service demand allocation. All boundary con-

Pl = a1 —as—ag,Ts = Q] —a4—a3, T3 = a1 —as—as—as,  Straints are binary, i.e., they involve two variables and they
rs = a1 — as — as — az. The agent NPA A receives a ser- efer to the interconnectivity of boundary nodes of adjacent
vice demand! for establishing a video-conference between Provider networks. Private constraints are unary and must

a; andby. Assume that the selected abstract path is B. ensure that at least one local path verifies the QoS require-
NPA A considers the two following sets: ments and the provider interests. More formally, in order

to define the boundary constraints it is necessary to check
which are the possible combinations of input/output points
from/to each other neighbour network:

C(A,B) ={(0a,iB) | 04 € Oa,ip € Ip,04 ~ iB}

A along which the allocation is started, the corresponding
constraint graph consisting of the variables that every NPA
alongA and including all the constraints between these vari-
ables is called th&uSS constraint graph.

I, = {Set of possible input nodes in A for allocatidg
04 = {Set of possible output nodes in A for allocatidip
Given the demand between andby, 74 = {a,1} andO 4 =
{a2, a3}, since the selected abstract pathlis B. The vari-
able for agentd is the couplev4 = (i,0),1 € 14 ando € 4Remember that only routes without loops, isimple, are considered.




whereo4 ~» ip means that the node, is directly con-  routes by revealing only boundary constraints we define the
nected to the nodég. Considering Figure 1, the set distributed arcconsistency (DAC) mechanism [4]. The main
C(A, B) of possible combinations of output points of net- steps of the DAC process can be summarised as follows:

work A and input points of network B is:C(A,B) = e Step 1: Inter-domain source routing. Computation
{(az,b2), (a2,b3), (a3, b2)}. ' :

and selection of a specific abstract patlalong which
4.4. THE DISTRIBUTED CSP FORMULATION the allocation is startedSource routing means that the
To SUmmarise, in distributed CSP terms, the MuSS prOb' forwarding path for all data traffic generated by an in-
lem can be expressed in the following way: coming demand is computed at the source network, i.e.,
by theinitiator NPA. If no feasible abstract paths exist,
the end user is requested to relax the service require-
ments otherwise the service demand is rejected.

e The variables are intra-domain paths along the abstract
path.A selected for allocating a given demadhd

e The domainD; of each variable; is the set of all intra-
domain paths that can be allocated for the demé@nd
inside every network along the abstract path.

e Step 2: Peer providers coordination. Contacting all
network providers along the selected path Theini-
tiator requires peer NPAs to participate to the alloca-

e There is a constraint on each link forming the intra- tion of a multi-provider service demand. If one or more
domain path (unary intra-domain constraint) ensuring provider/s alongA refuse to collaborate, thigitiator
that there is enough available bandwidth on the link. can decide to investigate an alternative abstract path

] o when possible.
e There are constraints between two consecutive intra-

domain paths along the abstract path(binary inter- e Step 3: Intra-domain resour ce check. Local resource
domain constraints) ensuring that consecutive paths in- availability check, also calledode consistency phase.
terconnect to each other. This step is performed for determining the set of possi-
o ) ) ble intra-domain routes given the current network state.
A solution is then a set of intra-domain routes (one for each If one NPA alongA does not have enough available re-

domain along the abstract pat), respecting intra- and
inter-domain constraints. Given a specific service demand,
a route is said to béeasible when demand QoS require- e Step 4: Arc consistency filtering phase. Making
ments and inter-domain connectivity constraints are satis-  the set of intra-domain possible routes consistent with
fied. Therefore, solving the MuSS problem means finding boundary constraints. If one NPA alondg has an
the set of feasible end-to-end routes and to select a specific  empty feasible set, a failure message is sent to each
one according to a coordinated interaction of the different agent involved in the allocation. Theitiator can de-
providers involved in the allocation. cide to investigate an alternative abstract path when
Given a provider set consisting of distinct intercon- possible.
nected networks, a multi-provider demand d, which has
to be allocated over a sequence of interconnected local
paths represented by the set of variables {vi,vs,...,v;}
with {D1, D>..., D;} the respective domains containing all
the possible paths satisfying both the intra- and the inter-
domain constraints:

sources, an alternative abstract path can be explored.

e Step 5: Negotiation between peer providers, in order
to converge to a specific consistent end-to-end route.
Among all possible consistent solutions in its feasible
set, every self-interested NPA proposes a specific lo-
cal route without having to reveal internal preferences,
strategies or utility functions to any other entity.

¢ Find on-demand the set of feasible routes formed by lo- In the following. the f . the last th h "
cal interconnected connections so that the intra- and n the following, the focus is on the last three phases (for

inter-domain constraints on the required network re- more details about the complete process we refer to [3]).

sources are satisfied for each link forming the connec- 5.1. THE NODE CONSISTENCY PHASE
tion. In order to verify if enough local network resources are
) o ) available to allocate an incoming demand with specific QoS
e Select oneglobal _end-to_-end routein COOFd'_“aUO”W'th requirements, every provider evaluates its current network
all the other providersinvolved in the service demand  gtate. In CSP terms, this means that every NR&sts its
allocation. node consistency. This is done by verifying if the domain
D; collecting the possible values that its local variable
5. THENPI SOLUTION (or local path) can take is non empty and contains only val-
Distinct NPAs need to coordinate themselves in order toues (intra-domain paths) satisfying unary (or intra-domain)
find the space of possible end-to-end routes for a given traf-constraints. Unary constraints include both service and net-
fic demand, thus creating a concise representation of all poswork constraints (e.g., QoS requirements, routing policies).
sible routes. This space provides the basis for subsequent In the NPI context, NPAs make use of specific resource
negotiations about what specific route to select and at whichabstraction techniques to quickly estimate the current net-
price. In order to converge to global consistent end-to-endwork state. The used abstraction technique is a clustering



a2

a1l is, for instance, a route between nodgsandas since they

(256 T — both belong to the same BI, namely N1. Analogously, it is
e o immediate to detect that there is no route betwegnand
a12 With enough available resources to satisfy the bandwidth
requirement3 =64 since they belong to two distinct Bls,
namely N4 and N5. The lowest bandwidth level for which
bothaio anda;» belong to the same Bl (i.e., N8) i5=24.
a0 In terms of node consistency, given a service deméand
hee2) s requiring3™ available bandwidth, every NPA controlling
variablev; builds the variable domai®; by considering
all the possible couples of network nodes that belong to the
samefS-Bl with § > 3. Considering the example depicted
in Figure 2, and the variable, betweena; anda; with
B =20, the domairD 4 for v 4 is:

Dy = {(al,a2), (al,a3), (ala a’4)7 (a’l,a5)}
This is indeed the set of all possible couples of nodes be-
longing to the same 24-Bl, namely N6, with input nade
and output nodes.

5.2. THE ARC CONSISTENCY PHASE

This phase of the DAC mechanism allows the elimination
of all possible intra-domain possible routes that are not con-
sistent with constraints existing between distinct networks
a7 % 3 a0 all a2 (i.e., inter-agent constraints). The main ideais that NPAs ex-

Figure2: For the network graph A, the abstraction tree of its BIH change with peer neighbour providers the minimal amount

decomposition allows the visualisation of the existing Bls for dif- of information necessary to prune out of the feasible sets
ferent bandwidth requirement levels. In this structure, it is imme- the inconsistent choices, or local routes, without revealing

diate to verify for a given bandwidth requirement whether aroute  strategic and internal data. As anticipated in Section 4.3,

between two specific points exists or not. Whenever two nodes are ; ; ; ; _
" the Bl for a given bandwidth level 3 of the BIH, it . the exchanged information constraints the possible bound

that there iis a route interconnecting the two nodes with at least 3~ @1y network resources that can be used to allocate the in-
available resources. coming service demand. This makes it possible to rapidly

access what choices can be part of a consistent end-to-end
scheme based on Blocking Islands (BIs) [7]. The Bl ap- route. Then, the space of possible solutions provides the ba-
proach enables the representation of bandwidth availabilitysis for subsequent negotiations.
at different levels of abstraction in a very compact way. Bls  More formally, a given CSP isrc consistent if for any
highlight theexistence andlocation of routes. Frei proves two distinct variables; andv; forming the ara(v;, v;), for
that there is at least one route satisfying the bandwidth reevery valuer € D; there exists at least one valyec D;
quirement of an unallocated demadd = d(z,y, 8.) if such that all binary constraints betwegnandv; are satis-
and only if its endpointg andy are in the samg,-Bl (see fied. It is important to underline that the concept of arc con-
Section 5.1). Moreover, all the links that could form part sistency is directional: if an are(v;, v;) is consistent then
of such a route lie inside this blocking island. This makes it does not mean that the aa¢v;, v;) is also consistent. In
it possible to assess the existence of routes between endhe NPI system, th&ill arc consistency (or bidirectional arc
points with a given amount of bandwidth, without having to consistency) is performed: for every couple of variahlges
explicitly search for such a route. The node consistency stemndu; from D; andD; all values for which eitheti(v;, v;)
is performed by considering tH&locking Island Hierarchy or a(vj;,v;) are not consistent are pruned out. This means
(BIH) decomposition of every network. The BIH structure that if the arc consistency is successful all variable domains
is a way of representing network resource availability basedare non-empty sets of intra-domain routes satisfying all con-
on different possible bandwidth levels. Whenever two nodesstraints between neighbour networks. If after the arc consis-
are in the same Bl for a given bandwidth leysebf the BIH, tency propagation, at least one variable dormiajris empty,
it means that there is a route interconnecting the two nodeshen the distributed CSP does not have any solution. If the
with at least/ available resources (route existence prop- variable domain size is one for all the variables, then the
erty of Bls, Proposition 3.4 in [7]). Consider the example distributed CSP has exactly one solution, which is obtained
depicted in Figure 2. For the network gragh the corre- by assigning to each variable the only possible value in its
sponding BIH built for the bandwidth level$4,24} (note domain. Further search is needed to determine a specific
that the links are omitted for clarity in the picture) consists solution, whenever at least one variable domaincontains
of nine Bls. Given this structure, it is straightforward to de- more than one value and all the other domdyswith j # i
termine that given the bandwidth requiremént=64 there  are non empty. In the NPI context, the ‘search’ performed
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after the arc consistency phase corresponds to NPA-to-NP
negotiations (see Section 6). p
The major benefit of deploying arc consistency tech-
niques between distinct NPAs is that they ensure the con;
pleteness of the NPI solving approach (see Section 5.3
since they detect whether a solution exists or not (if a so
lution exists they can guarantee to find it). However, the
main drawback is that they introduce an additional level of
complexity, especially when it comes to the detection of . network provider A network provider B

state (i.e., global state) in which a stable property of the d's'Figure 3 In this example, two distinct provider networks are in-

tributed NPI system holds [5]. The system is represented bYjved in the service demand allocation. All network resources,
the group of NPAs along a given abstract path, and the prophoth intra- and inter-domain, are displayed.

erty defining the global state that an NPA has to detect is

the full arc consistency. In our framework, the detection of the source to the destination. For every vertex in the con-

the global arc consistent state is part of the procedure usedtraint graph it is possible to define itédth by considering

for propagating boundary constraints (see Chapter 4 of [3]).the number of constraint arcs that lead from the vertex to

Therefore, the computational complexity of the distributed the previous vertices (in the linear order). For a given CSP

arc consistency phase can be determined as it follows. the maximum of the width of any of its vertices is the width
Performing the arc consistency for a binary CSP is in gen-of its constraint graph [17]. In the NPI context, it is thus

eral bound byO(cd?) [19], wherec is the number of con-  possible to prove that:

straints, andl! the upper bound on the number of values in  Proposition 2. The width of the MuSSconstraint graphis

the domain of a variable. In the NPI context, Jétbe the 1

abstract path chosen for the current demand. The numbepROOP_ This is obvious by construction of the MuSS con-

of binary constraints i$ A | -1, that is the number of vari-  gtraint graph since once an abstract path has been selected,
ables (or involved domains/agents) along the abstract pathe constraint graph is a simple chain. Therefore, the maxi-

minus 1. In order to compute the domain sjz8 4 [ of & um number of constraints arcs per vertex is 1. m
variablev 4, all the border nodes of the netwarkmust be .
considered. Let 4 be that number. There are two exclu-  In addition to the notions of ‘order’ and ‘width’, for ev-

sive cases (remember that source and destination end-poin®y constraint graph it is possible to define different degrees
are assumed not to be in the same domain — otherwise nf consistency. A given constraint graph Ksconsistent
inter-domain routing is required): if for any K-1 consistent variables, for any additional Kth

. ] variable there exists a value that satisfies all the constraints
1. The network domain contains the source node or thegmong these K variables. A constraint grapktisngly K-
destination node, but not bothD 4 [< na. consistent if it is .J-consistent for alll < K. The following

2. The network domain is a transit domain, i.e., it does notth€orem proved by Freuder in [8] is used to demonstrate that

contain either the source or the destination node, but is"® DAC algorithm does not require any search to discover
part of the abstract path: | D 4 |< na(na—1) all potential solutions to the MuSS problem.

2 ' Theorem 1. [8] If a constraint graph is strongly K-
Letn be the maximal amount of boundary nodes in the net- consistent, and K strictly greater than the width of the con-

work of a provider along the abstract path i.e., » =  straint graph, then there exists a search order that is back-
maxy;c4 n;. Therefore, the complexity of the arc consis- track free.
tency step is bound by: Therefore:
O(| A |n®). Proposition 3. If the MuSSconstraint graph is node- and
5.3. EFFICIENCY OF CONSISTENCY arc-consistent, then there exists a search order that is back-
TECHNIQUES track free.

The use of node and arc consistency guarantee finding on®rRoor. The DAC algorithm uses node and arc consistency
solution eventually when solutions exist, and when there ex-to make the MuSS constraint graph strongly 2-consistent.
ists no solution, to find it out and terminate. This character- Therefore, by simply applying the Theorem 1 to the strongly
istic is a direct consequence of the simple constraint grapl2-consistent MuSS constraint graph, which has width equal
that the distributed CSP representation of the MuSS prob+o 1 (see Proposition 2), it is possible to conclude that there
lem captures, once an abstract path has been selected. Thesists a search order that is backtrack free. |
can be formally proved as follows.

The MuSS constraint graph is ardered constraint graph 54. VISUALISING THE CONSISTENCY STEPS
where the vertices (i.e., NPAs or variables) are ordered lin- The distributed CSP formalism facilitates the visualisa-
early from the source to the destination network. This cor-tion of the links in the scenario that can or cannot support
responds to the source-routing assumption and means thahe required amount of bandwidfi'. After the arc consis-
the order of variable instantiations goes logically from the tency propagation phase, the only links considered for the
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Figure 4: Visualisation of the DAC process: Case (A) shows the
links satisfying the bandwidth requirements: this is the situation
after the node consistency phase has been performed. Case (B)
illustrates the situation after the arc-consistency phase has been
performed. The value (a1, a7) for variable v, has been discarded
from the variable domain D4 since it is not consistent with any
value in the variable domain Djp.

demand allocation are the ones which can satisfy both the
bandwidth requirements and the inter-domain constraints.
Consider the example depicted in Figure 3 and assume that,
for instance, network provided receives a request to al-
locate a service demandl between the nodes; and bg

with g7 =15. In distributed CSP terms, NPA controls

the variablev,, that corresponds to a local path of network
A. The possible values far, are collected into the vari-
able domainD 4 = {(a1,as), (a1,ar),(a1,a4)}. Analo-
gously, NPA B controls a variables, which indicates an
intra-domain path of networB. The variable domain for

vy is Dp = {(b1,bs), (b2,b6), (b3,bg)}. In Figure 3 case
(A), all the links, both intra- and inter-domain, that sat-
isfy the bandwidth requirememt” =15 are highlighted.
This is the configuration after every NPA has performed
the node consistency step of the DAC algorithm. During
the node consistency phase, NPAprunes out the local
path (bs, bg) from the variable domaiD g, since there is

no local path connecting the network nodesandbg with
enough available bandwidth. This can be verified by check-
ing whether the two network nodes belong to the sdne
BI, with 3 > (", or not. Figure 3 case (B) depicts the
situation after the arc consistency propagation has been per-
formed. At this stage, the variable domains are reduced to
the feasible sets af, andv,: D4 = {(a1,a3), (a1,a4)}
andDpg = {(b1,bs), (b3,bs)}. The valug(a;, a7) has been
pruned out fromD 4 since it is not consistent with any value
in Dp. Remark that the provider B does not reveal the possi-
ble values of its variable,, but only the boundary constraint
which corresponds to not usirig as inter-domain link. In
this example, there are two possible end-to-end solutions:
(al,ag) -1 — (bl,bg), and(al,a4) — 1y — (b3,b6). The
peer provider agents can now start to negotiate in order to
select which solution to adopt.

6. NEGOTIATING NPI AGENTS

The negotiation phase represents a multi-criteria optimi-
sation process where every NPA aims to find a solution max-
imising its profits while respecting the existing constraints
on the resources. If the arc consistency interactions termi-
nate successfully, i.e., all NPAs have a non empty set of lo-
cal routes consistent with inter-domain constraints,itiie
tiator starts bi-lateral negotiations with every NPA aladg
for converging to a specific end-to-end route. Every con-
tacted NPA elaborates an offer consisting of a specific lo-
cal route with certain QoS characteristics at a fixed price.
The decision making model which every agent relies upon
to evaluate offers during the negotiation process with exter-
nal entities is designed after the constraint satisfaction for-
malism by following the approach presented in Section 3.1.
Every received offer (or proposal) for the allocation of a
specific demand, is mapped into a variable containing three
components: the offered price, the offered bandwidth and
the offered end-to-end delay. Each of these components is
constrained by a set of unary constraints. The way these
constraints are evaluated and combined represents the spe-
cific agent’s strategy. Since the state of the network and the



mental state of an agent can change over time, the specifim the NPI paradigm agents have limited computational re-
level of acceptance for a given offer to be accepted shouldsources (i.e., a cost is associated to both computation and
dynamically reflect those modifications. In our framework, communication efforts) and finite time to converge to an
this simply means that the set of constraints considered byagreement (i.e., fixed negotiation timeouts).

an agent during the negotiation phase can dynamically vary.

Moreover, the adoption of a CSP based decision making ap- 7. DISCUSSION

proach facilitates the combination of several strategic selec- The CSP based approach discussed in this paper has been
tion criteria. Every agent can combine different kinds of adopted for solving a complex and distributed problem such
parameters, such dsne and resource dependent criteria, s the MuSS process. The NPI agent decision making pro-
by simply considering different types of constraints on the cess is modelled as constraint-based reasoning and the co-
variables it handles. As anticipated in Section 3.2, the samgydination of self-interested agents is enforced by constraint
mentalistic approach can be used by every NPA for engagpropagation methods (i.e., consistency) that determine the
ing in meaningful conversations with other agents without complete range of options (possible deals) considered by
having to specify a priori the exact sequence of messagegach agent during the negotiation process. By assuming
that are expected to be exchanged. a cooperative framework, how good a specific solution is

6.1. A BOUNDED RATIONAL APPROACH for every agent is quantitatively represented by the amount
Interactions of self-interested entities have been exten®f money that the agent is willing to pay for this solution.
sively studied in microeconomics, especially by the gameA” extensive experimental z_analy5|s of the_ NPI solutl_on (see
theory community [16], and in the DAI field [23]. Most Chapters 7 and 8 of [3]) validates the defined paradigm and
of these approaches, also called tiene theoretic mod- demonstrates its feasibility in realistic network scenarios.
els, assume perfect rationality of ‘players’, which means that fowever, for more realistic scenarios we are considering

agents are considered capable of flawless deduction, optimdf€ introduction of malicious agents and therefore the need
reasoning about future circumstances and recursive modgf providing truth incentive mechanisms. Therefore, for the

elling of other agents beliefs. In addition, in many cases, final negotiation step of the DAC mechanism, two main al-
perfect computational rationality is a fundamental condition, térnatives are currently being explored.

This means that no computation is required to find mutually ¢ The COalition Based (COB) approach relies upon
acceptable solutions within a feasible range of outcomes.  the dynamic coordination of providers forming on-
More recently, increasing attention has been givento models  gemand coalitions and agreements supervised by a cen-
where a cost is associated with both computation and deci-  tra| controller. Within each coalition, this supervisor
sion making. In these approaches, agents are considered as s responsible for collecting information from differ-
rational bounded entities, which means that computational ent providers and formulating a unique offer to the end
and cognitive limitations are taken into account. Among user. In this case, incentive compatibility is achieved
various existing bounded rational approaches for automated  py integrating the Clarke tax mechanism [6]. The main
negotiation a further distinction can be made: idea is that each agent pays a tax corresponding to

e Heuristic Models: a cost is associated with both com-
putation and decision making. In particular, every
agent decision making process is modelled heuristi-
cally during the course of negotiation: the chosen pro-
tocol does not prescribe an optimal course of action and
the aim is to produce good solutions rather than optimal
ones [1], [15].

e Normative Models: again a cost is associated with both
computation and decision making, but here the aimis to

establish the best strategy that an agent can use within a

given interaction protocol. In these approaches, negoti-

the portion of its bid (i.e., intra-domain route declared
profit) that makes a difference to the final service allo-
cation outcome (i.e., to the global coalition revenue).

The Vickrey Aution Based (VAB) approach introduces

a trusted auctioneer entity running second-price sealed-
bid auctions in which all provider agents submit bids
for the selection of a specific solution. The highest bid-
der wins, but at the price of the second highest bid. In
private-value Vickrey auctions, the dominant strategy
for all participating NPAs is to bid truthfully.

7.1. RELATED WORK

ation mechanisms can be proved to have a certain num- Several works have deployed CSP oriented formalism and

ber of properties such as stability, Pareto efficiency, etc.techniques in order to enforce coordination in multi-agent
For an overview, Rubinstein’s book [24] on modelling Systems and efficiently model and solve constraint-directed

bounded rationality is suggested.

negotiation approaches. One of the earliest approaches is
the constraint-directed negotiation paradigm [25].

Here,

The negotiation framework discussed in this paper is anegotiation for resolving conflicts, i.e., coordination, in re-

heuristic model that falls into a particular category of source allocation is modelled as constraint relaxation and
bounded rationality where boundaries, limitations and con-constraints are used for evaluation of existing alternatives
straints are intrinsic in the CSP-based decision makingas well as for creating new ones. Three main constraint-
model that the developed agents rely upon. In addition,directed negotiation algorithms are proposed and experi-



mentally validated. A centralised mediator clusters several Integrated and automated management of supply chains
announcements and bids from multiple agents into atomicby means of negotiating agents deploying the CSP paradigm
contracts (i.e., bids are grouped imscades). Experimen-  have recently been proposed by Sun et al. in [27]. Buyers
tal results are discussed for the real world problem of work-and sellers make and/or evaluate bids by considering pos-
station requirements within an engineering organisation: thesible terms and conditions as CSP variables and their do-
resources are workstations that each group within the organmains. An acceptable offer is a set of variable assignments
isation uses. When projects change the groups requirementhat satisfy all constraints. Although, the decision making
vary and therefore the initial allocation of resources have toprocess of agents in this work has been modelled in a very
be adapted. This kind of coordination is not always possi-similar way to the paradigm proposed in [27] there is a fun-
ble in scenarios where the centralisation of information maydamental difference. Constraint satisfaction techniques are
not be feasible. A fundamental limitation of the constraint- used in the supply chain framework to model a single agent
directed negotiation approach is that only constraints that arelecision making process: there is no propagation of con-
qualitative in nature are considered. In the NPI framework, straints and no dynamic coordination between distributed
utility functions have to be able to model both qualitative entities. In the NPI context, constraint satisfaction tech-
and quantitative constraints. Furthermore, specific searcmiques are used at two different levels: at the intra-agent
operators used for converging a global solution that accomevel for modelling the decision making process and at the
modates all negotiation participants, such asrthaxation inter-agent level for enforcing coordination by means of spe-
and thereconfiguration operators, are directly related to the cific consistency techniques.
specific domain they apply to and no formal and general re- Finally, a very recent framework proposes an experimen-
usable models are given. However, the approach presentethl system of e-Negotiation Agents (eNAs) [14] where the
by Sathi and Fox in [25] considers several aspects that aremegotiation problem is modelled as a constraint satisfaction
relevant and common to this work: the CSP-based decisiorproblem and the negotiation process as constraint-based rea-
making model, the direct mapping between agents prefersoning. Agents use the branch and bound search with the
ences and constraints, and the use of negotiation timeouts. support of constraint propagation to find instantiations that
Another interesting approach for coordination in multi- satisfy the constraints of the party. However, it is not clear
agent systems has been proposed by Liu and Sycara in [13from the accessible results what is the amount of private in-
The main idea in their framework is to partition the prob- formation that has to be disclosed in order to achieve con-
lem constraints into constraint types. Responsibility for en- sistent solutions. Therefore, it is not evident to understand

forcing constraints of a particular type is givengmecialist if self-interests prevail against cooperativeness.
agents that coordinate to iteratively change the instantiation
of variables under their control according to their specialised 8. CONCLUSION

perspective. Agents converge to the final solution through The dynamic coordination of self-interested entities in
incremental local revisions of an initial, possible inconsis- complex and changeable environments (such as today’s
tent, instantiation of all variables. This approach is valid in multi-provider communications networks) is a very difficult
the domain of job shop scheduling. problem that is receiving increasing attention. This papers
A centralised approach integrating constraint techniquesargues that the deployment of constraint satisfaction tech-
within a multi-agent system for developing a decision sup- niques have major potential advantages:
port system in production flow control (PFC) has been pre-
sented in [2]. The relevant part of this work is in the use of
constraints for expressing relations between different enti-
ties and restrictions over resources and structures. The idea
of using constraints propagation in order to coordinate sev-
eral interacting parts is also close to the NPl approach. How- e Sophisticated interactions can be modelled as dis-
ever, in our case there is no central constraint-solverasinthe  tributed CSPs in which autonomous agents make

e The CSP formalism can become the support of the
reasoning mechanisms that agents rely upon for deci-
sion making and future behaviour, actions and strategy
choice.

PFC system. choices about which possible messages they will un-
In [9], Freuder and Wallace model ‘content-focused dertake within an ongoing conversation, without hav-
matchmaking’ as a constraint satisfaction problem in which ing to pre-select an interaction protocol.

negotiation techniques are used. The constraint solver inter-
acts with a human providing partial solutions (suggestions),

based on partial knowledge, and gaining further information

about the problem from the humans evaluation of the sug-
gestions. Several strategies that might be useful in this con-
text are proposed and evaluated experimentally. We believéVe finally believe that since several existing problems, such

that intelligent and automated matchmaking could be easilyas distributed planning graphs, scheduling and resource al-
integrated within the NPI approach from the end user per-location, can be represented in an abstract way as distributed
spective, for instance, whenever a combination of Telecomrouting problems, the techniques presented in this paper
services is needed. have the potential to be re-used in other frameworks.

e Several CSP techniques can be used for enforcing coor-
dination of distinct and self-interested entities without
necessarily having the need of revealing strategic and
confidential information.
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